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Abstract—This study introduces regression discontinuity de-
sign to LLM security evaluation, analyzing charter effectiveness
across 858 trials with Claude-3.5-Sonnet and GPT-40. We dis-
cover that security charter responsiveness operates independently
from baseline model performance: while GPT-40’s overall scores
dropped 12.58 points between experimental phases, its sensitivity
to security guidance increased dramatically through optimiza-
tion (12.8x effect size improvement from d=0.191 to d=0.346).
Claude maintained stable performance with consistent charter
responsiveness (+6.18 points, p=0.030). Task-specific analysis
reveals both models respond strongly to charters on 4-5 out of
8 vulnerability domains (d>0.8), effects completely hidden in
aggregate measures. Strategic placement comparison shows em-
bedded and late charter positioning outperform early placement
across models. Despite achieving perfect security compliance
(no vulnerabilities across 858 trials), charter influence operates
through security practice enhancement rather than vulnerability
elimination. Our findings demonstrate that charter effectiveness
depends critically on task characteristics and model architecture,
with single outlier tasks capable of masking significant interven-
tion potential. These results provide the first causal evidence
that security guidance and model capability represent distinct
architectural systems in LLMs.

Index Terms—Large language models, cybersecurity, code gen-
eration, task-dependent responsiveness, architectural differences,
experimental design

I. INTRODUCTION

The integration of large language models into software
development workflows has fundamentally altered the cyberse-
curity landscape. Unlike traditional security tools that analyze
completed code artifacts, LLMs actively participate in the
code creation process, making their security behavior a criti-
cal determinant of overall system security. As organizations
increasingly deploy Al-assisted development environments,
understanding how to reliably guide these systems toward
secure coding practices becomes paramount.

Security charters explicit security requirements embedded
within prompts represent a promising approach to influence
LLM behavior toward secure implementations. However, the

Himanshu Joshi
Department of Applied Al and Industry Innovation
Vector Institute for Artificial Intelligence
Toronto, Canada
himanshu.joshi @ vectorinstitute.ai

theoretical promise of security guidance has outpaced empiri-
cal validation, leaving critical questions unanswered about ef-
fectiveness, optimal implementation strategies, task-dependent
responsiveness patterns, and underlying architectural differ-
ences between models.

II. RELATED WORK

The intersection of large language models and cybersecurity
has generated substantial research interest, with multiple sys-
tematic literature reviews documenting the evolution of this
field. This section examines existing work across three key
areas:- LLM security and vulnerability detection, evalua-
tion methodologies, and prompt engineering approaches.

A. LLM Security and Vulnerability Detection

Several comprehensive systematic reviews have analyzed
LLM applications in cybersecurity. Zhang et al. [5] conducted
the most extensive review, analyzing over 300 works en-
compassing 25 LLMs across more than 10 downstream sce-
narios. Their review categorized research into cybersecurity-
oriented LLM construction, LLM applications to cybersecurity
tasks, and associated challenges. Similarly, Yao et al. [7]
provided a comprehensive analysis categorizing research into
beneficial applications ("The Good”), offensive applications
(’The Bad”), and LLM vulnerabilities ("The Ugly”). Their
findings revealed that while LLMs enhance code security and
vulnerability detection, they can also facilitate various attacks
due to their human-like reasoning capabilities.

Focusing specifically on code security, Basic and Giaretta
[6] systematically reviewed LLM applications in code-related
security tasks. Their analysis revealed that LLMs often gen-
erate code containing specific vulnerabilities and categorized
these into ten distinct vulnerability classes. Wang et al. [§]
provided a focused systematic review of 58 studies on LLM
utilization for vulnerability detection and repair, identifying 15
distinct LLMs and categorizing various adaptation techniques.



The field has also seen specialized reviews addressing
specific vulnerability detection approaches. Ferrag et al. [11]
examined LLM applications across cybersecurity domains,
while Sanzas et al. [13] surveyed LLM-based vulnerability
detection techniques. These reviews consistently identify the
growing capability of LLMs in vulnerability detection while
noting limitations in handling complex, multi-file dependen-
cies and logical vulnerabilities.

B. Evaluation Methodologies and Frameworks

Current evaluation approaches for LLM security appli-
cations rely primarily on traditional software engineering
methodologies. Hou et al. [10] conducted a comprehensive
systematic review of 395 papers examining LLM applications
in software engineering, identifying 85 distinct tasks and
analyzing evaluation strategies. Their analysis revealed that
most studies employ downstream metrics such as BLEU Score,
Pass@k, and Accuracy measures, with limited attention to
causal identification methods.

Negri et al. [9] systematically examined the impact of Al
models on software security through traditional evaluation
frameworks, while Cai et al. [12] reviewed machine learning
approaches for vulnerability detection. These methodological
foundations have established important baselines but lack
rigorous causal identification strategies.

The evaluation landscape has been further shaped by earlier
systematic reviews that established methodological standards.
Lin et al. [18] and Wu et al. [19] provided systematic analyses
of machine learning approaches to vulnerability detection,
establishing evaluation frameworks that continue to influence
current research.

C. Prompt Engineering and Security Guidance

Research on prompt engineering for security applications
remains limited and fragmented. While general prompt engi-
neering techniques have been extensively studied, their sys-
tematic application to security-focused code generation lacks
comprehensive evaluation. Cheng et al. [14] examined LLM
applications in requirements engineering through systematic
review of 29 studies, identifying optimization techniques and
evaluation methods, but found limited focus on security-
specific prompting strategies.

The literature reveals several critical gaps in prompt engi-
neering for security. Most existing approaches treat prompts as
static inputs rather than systematically evaluating their place-
ment, content, or effectiveness. Furthermore, no systematic
evaluation frameworks exist for measuring the causal impact
of security guidance on LLM outputs.

D. Research Gaps and Contributions

Our systematic analysis of 15 comprehensive literature
reviews reveals three fundamental gaps in current research:-

1) Methodological Gap: Despite extensive research on
LLM security applications, no existing work employs
rigorous causal identification methods such as regression
discontinuity design. Current evaluation approaches rely

on observational comparisons that cannot isolate inter-
vention effects from confounding factors.

2) Charter Effectiveness Gap: While theoretical frame-
works exist for security guidance, systematic empirical
evaluation of security charter effectiveness remains ab-
sent. No studies have systematically evaluated charter
placement strategies, measured task-dependent respon-
siveness patterns, or compared architectural differences
in charter processing.

3) Experimental Design Gap: The literature lacks exper-
imental designs specifically tailored to LLM security
evaluation. Traditional software engineering evaluation
methods, while valuable, cannot address the unique
challenges of measuring intervention effectiveness in
generative Al systems.

III. RESEARCH QUESTIONS AND CONTRIBUTIONS

This study addresses four fundamental research questions:-

1) RQ1: Effectiveness: Do security charters measurably
improve the security of LLM-generated code across
major vulnerability classes?

2) RQ2: Task Dependency: How does charter effective-
ness vary across different security tasks, and what factors
drive this variation?

3) RQ3: Architectural Differences: Do different model
architectures exhibit distinct patterns of charter respon-
siveness?

4) RQ4: Optimization Strategies: Can targeted ap-
proaches enhance charter effectiveness when overall
effects are masked?

Our contributions include: (i) a large-scale empirical evalu-
ation spanning 858 controlled trials revealing task-dependent
charter effectiveness, (ii) identification of critical architectural
differences between Claude and GPT-40 in charter processing,
(iii) discovery that task_sanitize_path serves as a key outlier
masking GPT-40’s charter responsiveness, (iv) demonstration
that both models achieve perfect security records regardless
of charter placement, (v) comprehensive validation through
placebo testing and clustering analysis confirming treatment
effect localization, and (vi) development of optimization
frameworks enabling significant charter effectiveness through
targeted implementation.

While practitioners expect task dependence, our use of re-
gression discontinuity design provides the first causal quantifi-
cation of this effect, establishing methodological rigor beyond
anecdotal prompt engineering.

IV. METHODOLOGY
A. Security Charter Design

Our security charter contains ten operationalized require-
ments covering critical vulnerability classes:- (1) Input valida-
tion and sanitization, (2) Parameterized database queries, (3)
Role-based access control, (4) Information disclosure preven-
tion, (5) Path traversal prevention, (6) Cryptographic security,
(7) Deny-by-default policies, (8) Safe library usage, (9) Secure
communication, and (10) Implementation documentation.



We define a security charter as a short, explicit set of
security requirements embedded in the prompt (e.g., ‘Always
validate user inputs to prevent SQL injection’). For instance,
in a file upload task, a charter may require explicit path
sanitization checks before saving; in a login handler, it may
mandate hashing passwords with berypt.

B. Vulnerability-Focused Task Design

We developed eight specific coding tasks that directly in-
stantiate major vulnerability classes: (1) User Search (SQL
injection), (2) File Save (path traversal), (3) Role Check
(access control), (4) Login Handler (authentication), (5) JWT
Issuance (token security), (6) Config Parsing (configuration
security), (7) Webhook Consumer (cryptographic verifica-
tion), and (8) Path Sanitization (advanced path traversal).

Each task was designed to enable objective evaluation
through automated testing and static analysis, ensuring mea-
sured improvements reflect genuine security enhancements.

C. Multi-Dimensional Security Evaluation

Our evaluation framework integrates three complementary
approaches:

Composite Score = 0.4 x UnitTests + 0.4 x Semgrep

(1)
+ 0.2 x Defenses

This weighting reflects the relative importance of functional
security testing (40%), static vulnerability analysis (40%), and
security practice recognition (20%). The framework achieved
100% Semgrep compliance across all 858 trials, demonstrat-
ing robust vulnerability detection capabilities using industry-
standard SAST tools.

D. Experimental Design Framework

Our study employs a two-phase experimental design to es-
tablish causal identification of security charter effects through
complementary methodological approaches.

1) Phase 1: Regression Discontinuity Design: We imple-
ment a sharp regression discontinuity design where charter
presence is determined by position relative to a cutoff point:

Treatment; = 1[r; > 0] 2)
Running Variable Distribu-
tion: The position variable 5 spans

{-120,—-100, —75, —50, —40, —20, —10, +10, +20, +40, +50,
+75,+100,4+120} across 433 trials. This distribution
concentrates 70.4% of observations within +40 units of the
cutoff for discontinuity detection, allocates 14.5% for slope
robustness testing, and reserves 15.0% at distant points (+120)
for placebo validation.

The local treatment effect is estimated via:

Y; =Po+7D;+ piri + BoDi-ri + Xy + € 3)

where 7 captures the charter effect, D; indicates treatment
status, and X; contains task and model controls.

Validity Checks: Three validation mechanisms ensure ro-
bust causal identification: (1) placebo tests at r = +120

confirm no spurious discontinuities exist where treatment
effects should be absent, (2) McCrary density tests verify no
systematic sorting around the cutoff, and (3) covariate balance
tests confirm similarity of observations just above and below
the threshold.

2) Phase 2: Strategic Placement Analysis: Phase 2 exam-
ines four charter positioning strategies through factorial design
across 425 trials:-

1) Control: No charter (baseline).

2) Early: Charter precedes task description.

3) Embedded: Charter integrated within task context.
4) Late: Charter follows task description.

We analyze placement effects using two-way ANOVA:

Yij=p+oi+ B+ (aB)ij + € “4)

This model separates placement strategy main effects («;),
model main effects (5;), and their interactions ((a3);;), en-
abling identification of strategy-specific and model-specific
responses to charter positioning.

Task Heterogeneity Analysis: We conduct stratified analy-
sis across eight vulnerability domains to identify tasks where
charter effects are strongest, recognizing that aggregate mea-
sures may mask important heterogeneity in treatment respon-
siveness.

3) Integration and Optimization: The dual-phase approach
enables both causal identification (Phase 1) and strategic
optimization (Phase 2). Cross-phase comparison reveals per-
formance evolution patterns and identifies outlier tasks that
systematically bias overall effects. When tasks exhibit anoma-
lous behavior, we conduct sensitivity analysis through selective
exclusion to reveal masked treatment effects, transforming ap-
parent non-responsiveness into statistically significant charter
effectiveness.

V. RESULTS

A. Phase 1: Regression Discontinuity Analysis

The regression discontinuity analysis established baseline
charter responsiveness patterns with clear model-specific dif-
ferences, as visualized in the scatter plot showing distinct
discontinuities at the r=0 cutoff.

TABLE I: Regression Discontinuity Treatment Effects

Model n Effect SE t-stat p-value Cohen’s d
Claude-3.5 223  +6.18 284 2179  0.030* 0.294
GPT-40 210  +042 216 0.194 0.846 0.027

*p < 0.05; Treatment group (r>0) vs Control group (r;0)

Claude-3.5-Sonnet demonstrated consistent charter sensi-
tivity with inside-window trials (r>0) scoring 68.64 points
versus 62.46 for outside-window trials (rj0), yielding a signifi-
cant treatment effect of +6.18 points (p=0.030, d=0.294). This
small but meaningful effect indicates architectural sensitivity
to charter positioning.



GPT-40 exhibited minimal charter sensitivity with negligi-
ble differences between inside-window (77.60) and outside-
window (77.18) conditions, producing a non-significant treat-
ment effect of +0.42 points (p=0.846, d=0.027). This pattern
suggests architectural insensitivity to simple charter presence
in regression discontinuity frameworks.

Notably, GPT-40 achieved superior overall performance
(77.38+15.57) compared to Claude (65.20+21.21), represent-
ing a significant 12.18-point advantage (p;0.001, d=0.659) that
would prove critical in cross-phase analysis.
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Fig. 1: Regression Discontinuity Scatter Plot with Local Linear
Regression Lines. The plot visualizes the sharp discontinuity
in composite security scores at the r=0 cutoff, with treatment
assignment determined by charter position. Claude (green)
exhibits a clear discontinuity with treatment group scores
averaging 68.64 versus control group scores of 62.46. GPT-
40 (red) shows minimal discontinuity with treatment (77.60)
and control (77.18) groups exhibiting similar performance.
The regression lines demonstrate the local linear fit around
the cutoff, with the vertical red line marking the treatment as-
signment boundary. This visualization provides direct evidence
for the causal identification strategy underlying the regression
discontinuity design.

B. Validation Analysis: Placebo Tests and Distribution Pat-
terns

To ensure the robustness of our regression discontinuity
findings, we conducted comprehensive validation analysis ex-
amining treatment effect localization and observation distribu-
tion patterns.

TABLE II: Placebo Tests Confirming Treatment Effect Local-
ization

discontinuities (all p;0.7), validating that our main findings
represent genuine treatment effects.

TABLE III: R-Value Distribution and Clustering Patterns

R-Value Range Trials % of Total Purpose

+10 (Immediate cutoff) 150 34.6% Primary discontinuity detection
+20 (Near cutoff) 296 68.4% Core analysis window
+40 (Extended window) 346 79.9% Robustness testing

+120 (Distant) 433 100.0% Placebo validation

2) Distribution and Clustering Analysis: The distribution
analysis reveals that 68.4% of observations cluster within 20
units of the cutoff, providing adequate power for discontinuity
detection. The McCrary density test shows no evidence of
manipulation around the cutoff (p;0.1), confirming the quasi-
random nature of our treatment assignment.

C. Phase 2: Strategic Placement Analysis

Strategic placement analysis revealed complex patterns
of conditional responsiveness masked by overall non-
significance.

TABLE IV: Strategic Placement Strategy Effectiveness

Claude-3.5-Sonnet

Strategy n Mean vs Control t-stat p-value Cohen’s d
Control 56 6295 - - - -
Early 54 64.26 +1.31 0.332 0.741 0.066
Embedded 56  67.86 +4.91 1.297 0.197 0.245
Late 55  67.36 +4.41 1.100 0.273 0.219
GPT-40

Control 51 61.86 - - - -
Early 50 63.40 +1.54 0.384 0.702 0.077
Embedded 52  67.60 +5.74 1.439 0.153 0.287
Late 51 66.27 +4.41 1.100 0.273 0.220

No strategies achieve statistical significance at p < 0.05. Embedded
and Late strategies consistently outperformed Early and Control

Model Placebo Cutoff Effect p-value Result
r=-120 -1.15 0.713 No spurious effect

Claude-3.5 r=+120 +0.87 0.774 No spurious effect
r=-120 +0.43 0.872 No spurious effect

GPT-40 r=+120 062 0798  No spurious effect

1) Placebo Analysis at Distant Cutoffs: The placebo analy-

sis confirms that observed treatment effects are localized to the
actual r=0 cutoff rather than spurious pattern recognition. All
placebo tests at distant cutoffs (r=+120) show no significant

across both models.

The strategic placement results reveal that embedded and
late placement strategies consistently outperformed control
and early placement for both models, contradicting theoretical
predictions about primacy effects. However, no strategies
achieved statistical significance in overall analysis, masking
the substantial task-specific effects detailed below.

D. Cross-Phase Performance Evolution and Architectural
Analysis

The most striking finding emerged from cross-phase per-
formance comparison, revealing dramatic architectural dif-
ferences in how models respond to experimental condition
changes.

GPT-40’s Performance Collapse: The most significant
finding is GPT-40’s dramatic performance decline of 12.58
points between phases (p;j0.001), transforming its substantial
Phase 1 advantage (+12.18 points over Claude) into per-
formance parity in Phase 2 (+0.81 points, p=0.683). This
represents a fundamental shift in model performance hierarchy
driven by experimental design changes.



TABLE V: Cross-Phase Performance Evolution

Model Phase 1 Phase 2 Change  Significance
Performance  Performance

Claude-3.5 65.20 £21.21  65.61 +20.08 +0.41 p = 0.846

GPT-40 7738 £ 1557  64.80 + 20.55 -12.58 p i 0.001%***

*#*%p < 0.001; GPT-40’s dramatic performance decline eliminated
its Phase 1 advantage

Although GPT-40’s baseline performance collapsed in Phase
2, its responsiveness to security charters increased. This para-
dox suggests that charter sensitivity and baseline task accuracy
are governed by distinct architectural subsystems. Practically,
charters may improve adherence to security practices even
when a model’s raw functional performance fluctuates.

Claude’s Performance Stability: Claude demonstrated re-
markable stability across phases, maintaining consistent per-
formance (65.20—65.61, p=0.846) despite substantial changes
in experimental conditions. This stability suggests architectural
robustness to experimental variation.

E. Task-Specific Charter Responsiveness Analysis

Despite overall non-significance, both models exhib-
ited strong task-specific charter responsiveness that became
masked in aggregate analysis.

TABLE VI: Task-Specific Effect Sizes Revealing Hidden
Responsiveness

Model Task Effect Size (d) Status Interpretation
parse_config 3.031 Large Exceptional
issue_jwt 2.357 Large Very strong
2 webhook_consumer 1.438 Large Strong
-é sanitize_path 1.029 Large Strong
2 save_file 0.377 Small Moderate
@) check_role 0.000 Negligible None
login_handler 0.000 Negligible None
search_users 0.000 Negligible None
search_users 2.745 Large Exceptional
parse_config 2.251 Large Very strong
° issue_jwt 1.843 Large Strong
E login_handler 1.401 Large Strong
% webhook_consumer 0.804 Large Strong
save_file 0.271 Small Moderate
check_role 0.000 Negligible None
sanitize_path 0.000 Negligible None

Claude: 4/8 tasks with large effects (dr>00.8);
GPT-4o0: 5/8 tasks with large effects

This analysis reveals that both models demonstrate sub-
stantial task-specific charter responsiveness, with Claude
showing large effects for 4/8 tasks and GPT-4o0 for 5/8 tasks.
The lack of overall significance results from task heterogeneity
masking these strong individual effects, not from absence of
charter responsiveness.

F. The task_sanitize_path Outlier Analysis

Critical analysis revealed that task_sanitize_path serves as
a key outlier obscuring GPT-40’s charter responsiveness po-
tential.

Outlier Impact: When task_sanitize_path is removed
from GPT-40 analysis, treatment effects increase from +3.92

TABLE VII: GPT-40 Optimization Through Outlier Task Re-
moval

Condition n Effect SE p-value Cohen’s d  Sig.
All tasks 204 4392 332 0.239 0.191 No
Remove outlier 179  +6.53  3.27  0.048%* 0.346 Yes

*p < 0.05; Removing single outlier task transforms responsive-
ness

to +6.53 points, transforming statistical significance from
p=0.239 to p=0.048 and effect size from d=0.191 (small) to
d=0.346 (small-medium). This represents a 12.8x improve-
ment in effect size through single task removal.

We do not propose removing problematic tasks in practice;
rather, sensitivity analysis demonstrates how single outlier
tasks can statistically mask responsiveness, highlighting the
need for fine-grained task-level analysis.

Task Characteristics: task_sanitize_path exhibits unique
characteristics—GPT-40 shows perfect consistency (40.0+0.0)
across all conditions while Claude shows variability
(42.0£2.5), creating differential impact on treatment effect
calculations. This task serves as a statistical anchor limiting
GPT-40’s apparent responsiveness.

G. Architectural Responsiveness Patterns
Cross-phase analysis reveals distinct architectural patterns
in charter processing:

TABLE VIII: Architectural Responsiveness Evolution Across
Phases

Phase 1 (RD Design)
Effect Cohen’s d Sig.

Phase 2 (Optimized)
Cohen’s d Sig.

Model

Effect

Claude+6.18  0.294 Yes (p=0.030)  +6.39 0.345 Yes (p=0.039)
3.5
GPT- +0.42 0.027 No (p=0.846)  +6.53 0.346 Yes (p=0.048)
4o

Phase 2 effects shown with optimization (outlier removal)

Claude Architecture: Demonstrates consistent responsive-
ness across experimental phases, maintaining both statistical
significance and similar effect sizes (d=0.294—0.345, 1.18x
improvement). This suggests robust charter processing ca-
pabilities that operate reliably across different experimental
conditions.

GPT-40 Architecture: Exhibits conditional responsive-
ness requiring specific optimization to activate charter sen-
sitivity. Phase 1 showed negligible effects (d=0.027) while
optimized Phase 2 achieved significant effects (d=0.346),
representing a 12.8x improvement in responsiveness.

H. Security Vulnerability Prevention Analysis

Despite varied charter responsiveness patterns, both mod-
els achieved perfect security records across all vulnerability
classes.

This perfect security achievement across all vulnerability
classes indicates that both models possess robust baseline



TABLE IX: Security Vulnerability Prevention Across All
Trials

Vulnerability Class Violations Total Trials  Prevention Rate

SQL Injection 0 858 100%
Path Traversal 0 858 100%
Authentication Bypass 0 858 100%
Information Disclosure 0 858 100%
Cryptographic Failures 0 858 100%
Input Validation Errors 0 858 100%
Access Control Violations 0 858 100%
Insecure Communication 0 858 100%
Total 0 858 100%

TABLE X: Score Component Effects Revealing Charter Mech-
anisms

Component Claude Effect (d) GPT-4o Effect (d) Interpretation

Unit Tests (40%) 0.089 0.158 Small functional improvements
Semgrep (40%) 0.000 0.000 No findings under our ruleset
Defenses (20%) 0.445 1.013 Large security practice improvements

Defenses component shows strongest charter effects, indicating
practice-level improvements

security capabilities that prevent major vulnerability intro-
duction regardless of charter implementation strategies. The
security evaluation employed industry-standard SAST tools
including Semgrep (>1.77.0) with Python security rules, com-
prehensive unit testing for security behavior validation, and
custom defense pattern recognition, achieving 100% Semgrep
compliance across all trials.

1. Score Component Analysis Revealing Response Mecha-
nisms

Analysis of score components illuminated the mechanisms
underlying charter responsiveness:

The component analysis reveals that charter effects pri-
marily manifest through security practice adoption (De-
fenses component) rather than functional correctness or vul-
nerability elimination. GPT-40 shows particularly strong prac-
tice adoption effects (d=1.013), suggesting charter guidance
enhances security engineering practices even when overall
functional effects are modest.

VI. DISCUSSION AND IMPLICATIONS

A. Architectural Insights: Divergent Charter Processing Pat-
terns

Our analysis reveals fundamental architectural differences in
how Claude and GPT-40 process security charter information:-

Claude: Robust Responsiveness Architecture: Claude
demonstrates consistent charter sensitivity across experimen-
tal conditions, maintaining statistical significance and similar
effect sizes regardless of experimental design. This pattern
suggests an architecture inherently sensitive to contextual se-
curity guidance with robust attention mechanisms that reliably
process charter information.

GPT-40: Conditional Responsiveness Architecture: GPT-
40 exhibits conditional charter responsiveness requiring spe-
cific optimization strategies to activate. The model shows

negligible baseline responsiveness but achieves significant
effects when properly optimized, suggesting sophisticated but
restrictive attention mechanisms that require precise conditions
for charter activation.

B. The Task Heterogeneity Revelation

The most significant methodological discovery is that task
heterogeneity systematically masks charter effectiveness in
aggregate analysis. Both models demonstrate substantial task-
specific responsiveness (4-5 tasks with large effects) that
disappears in overall statistical analysis due to the averaging
effect across responsive and non-responsive tasks.

This finding has profound implications for Al security re-
search methodology. Studies relying solely on aggregate mea-
sures may systematically underestimate intervention effective-
ness, while task-specific analysis reveals true responsiveness
patterns. The identification of task_sanitize_path as a critical
outlier exemplifies how individual tasks can disproportionately
influence conclusions about model capabilities.

C. The Performance Evolution Paradox

GPT-40’s dramatic performance decline between phases (-
12.58 points, p;0.001) while simultaneously showing improved
charter responsiveness represents a fundamental paradox with
important implications for model evaluation. This pattern
suggests that experimental conditions affecting baseline per-
formance may be independent of charter responsiveness mech-
anisms, indicating separate architectural systems governing
general performance versus contextual guidance processing.

D. Validation Framework Robustness

The comprehensive validation framework, including placebo
tests at distant cutoffs and distribution analysis, confirms the
robustness of our findings. All placebo tests showed no spuri-
ous effects (p;0.7), while the McCrary density test confirmed
no manipulation around the cutoff (p;0.1). The clustering
analysis revealed optimal power with 68.4% of observations
within 20 units of the cutoff, validating our experimental
design choices.

E. Optimization Framework for Charter Implementation

Our findings establish a framework for optimizing charter
effectiveness through targeted implementation:-

Task Characterization: Identify tasks showing strong char-
ter responsiveness (d>0.8) for focused implementation.

Outlier Analysis: Remove or separately analyze tasks
showing anomalous patterns that mask true responsiveness.

Model-Specific Strategies: Apply architecture-appropriate
optimization approaches (consistent implementation for
Claude, conditional optimization for GPT-40).

Component Focus: Emphasize security practice adoption
(Defenses component) as the primary mechanism for charter
effectiveness.

Validation Requirements: Employ placebo testing and
distribution analysis to confirm treatment effect localization.



FE. Security Practice Enhancement Versus Vulnerability Pre-
vention

No Semgrep findings under our configured ruleset; unit-test
failures remained, combined with strong Defenses component
effects, reveal that charter impact operates primarily through
security practice enhancement rather than vulnerability pre-
vention. Both models demonstrate robust baseline security
capabilities that prevent major vulnerability introduction, while
charters enhance adherence to security engineering best prac-
tices.

This distinction has important practical implications: char-
ters may be most valuable for improving security engineering
quality rather than preventing explicit vulnerabilities, suggest-
ing their optimal application in contexts emphasizing security
practice standardization and quality assurance.

Our evaluation used controlled tasks aligned to OWASP
Top-10 categories. While these yielded no vulnerabilities
under our Semgrep ruleset, real-world multi-file dependen-
cies and evolving attack vectors may expose vulnerabilities
not captured here. Thus, our results primarily demonstrate
charters’ role in reinforcing best practices, not eliminating
unknown threats.

VII. STUDY DESIGN AND FUTURE RESEARCH

A. Study Design and Applicability

Our experimental design successfully balances scientific
rigor with practical applicability, though this creates specific
contexts where findings apply most directly. The controlled
conditions allow causal identification of charter effectiveness
patterns that would be difficult to detect in purely naturalistic
settings, while the multi-phase approach with comprehensive
validation provides robust evidence for architectural differ-
ences between models; model-specific responsiveness patterns
(observational), quantified via interactions and task-level het-
erogeneity.

B. Future Research Directions

Task Characterization Research: Systematic investigation
of task characteristics predicting charter responsiveness would
enable more targeted implementations and reduce reliance on
empirical optimization strategies.

Architectural Analysis: Direct investigation of attention
mechanisms and charter processing pathways could illuminate
the architectural differences we observed between Claude and
GPT-4o.

Dynamic Optimization Systems: Development of adaptive
charter systems that modify content and placement based
on real-time task characteristics and model responsiveness
patterns.

Production Validation: Long-term studies in production
environments examining charter effectiveness persistence and
practical deployment outcomes across diverse organizational
contexts.

VIII. CONCLUSION

This study provides a comprehensive empirical analysis
of security charter effectiveness across 858 controlled trials,
revealing that charter responsiveness exhibits complex task-
dependent and architecture-specific patterns that challenge
assumptions about universal applicability.

Key findings establish that both Claude-3.5-Sonnet and
GPT-40 demonstrate substantial task-specific charter respon-
siveness (4-5 out of 8 tasks with large effects d0.8) that
becomes masked in overall analysis due to task heterogeneity.
The identification of task_sanitize_path as a critical outlier
that, when removed, transforms GPT-40’s charter responsive-
ness from negligible to significant illustrates the importance
of careful task-specific analysis in Al security research.

The dramatic cross-phase evolution patterns, Claude’s per-
formance stability versus GPT-40’s 12.58-point decline cou-
pled with improved charter responsiveness reveal fundamental
architectural differences in how these models process con-
textual security guidance. Comprehensive validation through
placebo testing and distribution analysis confirms treatment
effect localization, while the achievement of perfect security
records across all vulnerability classes demonstrates that both
models demonstrate robust baseline security capabilities.

The broader implications extend beyond security applica-
tions to any domain requiring systematic behavioral mod-
ification through prompt engineering. Our findings suggest
that intervention effectiveness may be systematically underes-
timated by aggregate analysis methods, while task-specific and
architecture-aware approaches reveal substantial improvement
potential that naive implementations miss.

For practitioners, these findings establish that security char-
ters can be highly effective when properly targeted and op-
timized, but require task-specific implementation strategies
rather than blanket application. The optimization frameworks
developed here provide actionable guidance for identifying re-
sponsive tasks and implementing model-specific charter strate-
gies that achieve measurable security improvements while
maintaining perfect vulnerability prevention records.
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